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1. NISvanNIsADIUIdgVYNIVIAL
_ (Chemical Risk Management)

 Combination of policies, education, and tools designed to

Sondia ensure that all chemicals are processed, stored, transported,
@ hatinal _and used in an environmentally sound and secure manner to
minimize and/or avoid risks to human health and the
environment whether caused by an accidental or by

malicious intent

- Continual Manage the
improvement risks

https://www.osti.gov/servlets/purl/1432324
Chemical Security-ONGART-THANETNIT-13SEP2024



2. IKanon1sSenINgddovAUasIAD

Ammonium Nitrate (Oklahoma City Bombing)

In 1995, Timothy McVeigh used ammonium nitrate mixed with fuel oil (ANFQO) in the Oklahoma City

bombing, which killed 168 people. The chemical, while essential for legitimate agricultural purposes,
became a significant concern for its dual-use potential.
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Ammonium nitrate
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https://en.wikipedia.org/wiki/
Ammonium_nitrate

8 Timothy McVeigh Timothy McVeigh being
¥ escorted from the Noble County Courthouse
e ey =¥ 1 in Perry, Oklahoma, after being charg...(more)

t kla I"\q'oma-City-bom bing

o g - s ’

https://www.britannica.



2. IKanon1sSenINgdTovAUasIAD

Sarin Gas (Tokyo Subway Attack)

In 1995, the Aum Shinrikyo cult in Japan used sarin gas, a deadly nerve agent, in a terrorist attack on the
Tokyo subway, killing 13 people and injuring thousands. The group was able to synthesize sarin by
acquiring the necessary precursor chemicals, which have legitimate uses in certain chemical processes.

Chizuo Matsumoto
(Shoko Asahara)

Satoru Yasuo Kiyohide Yoshnmro
0k [11 Hashimoto Hayashi Hayakawa Inoue
Sarln

?I)
— P’ !ty : Tomomitsu i Tomomasa Séiichi
\ O Niimi Tsuchiya Nakagawa Endo . .
E https://www3.nhk.or.jp/nhkworld/en/news/backstories/175/

https://en.wikipedia.org/wiki/Sarin Chemical Security-ONGART-THANETNIT-13SEP2024



3. ADWEATYYOLALLTUAYNIVIAT

Preventing Misuse: Some chemicals used in academic settings can be misused to create
dangerous substances or weapons. Proper chemical security helps prevent unauthorized
access to these chemicals, reducing the risk of theft, sabotage, or misuse.

Health Risks Beyond Campus: improperly secured chemicals could escape into local
communities, impacting public health and safety. In cases where toxic substances
contaminate air, water, or soil.

Reputation and Institutional Integrity: A university's reputation is built on providing a safe &
and responsible learning environment. Incidents involving chemical mismanagement or
security breaches can cause significant reputational damage, leading to a loss of public trust.

Fostering a Responsible Culture: By emphasizing chemical security, universities instill
a culture of responsibility and safety in future scientists, researchers, and professionals.
This contributes to a global commitment to secure and ethical chemical use.

https://www.cisa.gov/sites/default/files/2022-12/summit-
2022-academy-chemical-security-508.pdf

Chemical Security-ONGART-THANETNIT-13SEP2024



4. A wUanafeNIvIAD vs ADULTUAYNIVIAD
(chemical safety) (chemical security)

Key Differences:
*Intent:

 Chemical safety focuses on preventing accidental harm to people, property, and the

environment.

« Chemical security focuses on preventing the intentional misuse of chemicals, particularly
for criminal or terrorist purposes.

Approach:

» Safety: Emphasizes safe procedures, training, and equipment to reduce the risk of accidents.
* Security: Emphasizes access control, surveillance, and compliance with regulations to

prevent unauthorized use.

Both Ensure Protection of:

Workers
Plant facilities
Plant processes
Community
Environment
Economy

g Chemical Safety:

. Protects people
i from chemicals

Chemical Security:

» Protects chemicals
from people

https://www.osti.gov/servlets/purl/1432324

CHEMICAL SAFETY CHEMICAL SECURITY

PROTECT PEOPLE FROM CHEMICALS PROTECT CHEMICALS FROM PEOPLE
o =)
‘

im L
= i = 1@

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. |dentifying University Chemicals That Pose Security Risks: A
Simple Qual|tat|ve Approach. ACS Chemical Hea/th & Safety, 29(3), pp.289-298.

Chemical Security-ONGART-THANETNIT-13SEP2024




5. Internationally Published Lists to ldentify High-Security-Risk
Chemical Assets

¢y, Prohibition of
‘“** Chemical Weapons

European
Union

ot "\

INTERP(

[ The Organisation for the Prohibition of Chemical Weapons (OPCW)]

* The Chemical Weapons Conventlon (CWC) identifies and categorizes toxic chemicals and their

Schedule 3]

Precursors e
« Phosphorus oxychloride,

oT

pPrecursors dLLOF(]Iﬂg tothe TOIIOWIﬂg conditions:

e Schedule 1 chemicals have been or could easily be used as chemical weapons and have very limited uses for
peaceful purposes;

e Schedule 2 chemicals include precursors to chemical weapons or chemicals that can be used as chemical weapons;

* Schedule 3 chemicals include chemicals that are widely used for peaceful purposes but could also be used to
produce chemical weapons

-
« Phosphorus pentachloride
« Trimethyl phosphite

« Triethyl phosphite

« Dimethyl phosphite

« Diethyl phosphite

« Sulfur monochloride

« Sulfur dichloride

« Thionyl chloride

« Ethyl diethanolamine

« Methyl diethanolamine

« Triethanolamine

« Pinacolone

{ Th e E uro pea n U n | on ( E U ) ] https://en.wikipedia.org/wiki/List_of_Schedule_3_

substances_(CWC)

* The EU published Council Regulation (EC) No 428/2009 which includes a list of dual-use items.

[The Interpol ]

* INTERPOL supports the identification and tracking of high-risk chemicals that could be
misused for terrorism or criminal activities. It uses databases and intelligence-sharing systems
to monitor chemical threats globally and identify patterns that indicate potential misuse.

* Example: INTERPOL's Project Crimp focuses on identifying chemical smuggling and illegal use, helping countries
track down chemicals that could be used for bomb-making or chemical attacks.

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. Identifying University Chemicals That Pose Security Risks: A Simple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.

Chemical Security-ONGART-THANETNIT-13SEP2024




https://tin
- yurl.com/
- 3e5ps5kk

EXPLOSIVE "~

INTERPOL

4
»

“PRECURSOR
"CHEMICALS

Wml governments

ng 24 chemicals are e

%ﬁv& however
and subject to

osive precursors. This

in Canada, USA, EU, UK,

Australia and Singapore and raise flags to the international
effort to counter the illicit diversion and trafficking of
precursor chemicals used by terrorists and other criminal
organizations to manufacture explosive devices.

Many of these chemicals have conventional and legitimate
industrial and or agricultural uses, but can and have been
used in manufacturing Home Made Explosives (HME) for

Improvised Explosive Devices (IED)

The descriptions relate to the chemical in its purest form. If
mixed with other chemicals it could have a different colour

or texture.

An odour descrintion is included to provide earlv indication

Name Description Odour
Acetic Anhydride Colourless Liquid Vinegar
Acetone Colourless Liquid Fruit/Nail Varnish Remover
Aluminium Powder Silver/Grey Powder Odourless
Ammonium Nitrate Colourless Ammonia
Ammonium Perchlorate Grainy White Powder Odourless
m Nitrate White Crystals (Not Documented) Highly Toxic
Ammonium Nitrate Colourless Liquid Ammonia
ne Nitrate Colourless Crystals Odourless
Hexamine Waxy Solid Mild Ammonia
Hydrogen Peroxide Colourless Liquid Odourless
Nitric Acid Colourless, Yellow or Red Crystals |Acrid
Explosive Precursor Chemicals Nitromethane Colourless Oily Liquid Sweet/Fruit
’ Perchloric Acid Colourless Liquid Odourless
Potassium Chlorate White Crystals Odourless
Potassium Nitrate White Crystals Odourless
Potassium Nitrite Yellow/White Crystals Odourless
Potassium Perchlorate White/Colourless Crystals Odourless
Sodium Azide White Crystals Odourless
Sodium Chlorate White Crystals Odourless
Sodium Nitrate White Crystals Odourless
Sodium Nitrite Yellow/White Crystals Odourless
Sodium Perchlorate White Crystals Odourless
Sulphuric Acid Colourless Liquid Rotten Eggs
Urea White Crystals Ammonia
Acetic Acid White Crystals Vinegar
Alcohol (Ethanol, Methanol) Colourless Liquid Odourless
Anything Chlorate or Perchlorate
Anything Nitrate
Calcium Hypochlorate/Hypochlorite (White Granules Bleach/Chlorine
Citric Acid White Crystals Odourless or Lemon
Ethylene Glycol Colourless Liquid Odourless
ADDITIONAL EXPLOSIVE CHEMICALS | Glvcerine Colourless Ligi Odourless
Hydrochloric Acid Colourless Liquid Bleach/Chlorine
Raise concern if found in any quantity |Lead Nitrate White Powder Odourless
Mercury Silver/Grey Liquid > Odourless
Methyl Ethyl Ketone Colourless Liquid Sweet
Pentaerythritol White Crystals Odourless
Potassium Permanganate Purple/Brown/Grey Odourless

Pouderéd Metals (Aluminium (AL),

M i , M i Al
g Zhne (a) o et




5. Internationally Published Lists to Identify High-

S Security-Risk Chemical Assets
yurbecom/ INTERPOL
3e5ps5kk
SEROSIE \ d 'd' 108-24-7 12.395
| Office on the web Frame ydride T -
PRECURSOR |2 Acetone 67-64-1 10,131.420
CHEMICALS 3 Aluminium Powder 7429-90-5 37.975
4 Ammonium Nitrate 6484-52-2 48.600
5 Ammonium Perchlorate 7790-98-9 -
6 Barium Nitrate 10022-31-8 13.905
7 Calcium Ammonium Nitrate 15245-12-2 -
8 Guanidine Nitrate 506-93-4 -
9 Hexamine 100-97-0 18.150
10 Hydrogen Peroxide 7722-84-1 801.585
11 Nitric Acid 7697-37-2 934.950
12 Nitromethane 75-52-5 4.000
13 Perchloric Acid 7601-90-3 167.900
14 Potassium Chlorate 3811-04-9 14.925
15 Potassium Nitrate 7757-79-1 182.596
16 Potassium Nitrite 7758-09-0 7.150
17 Potassium Perchlorate 7778-74-7 2.804
18  Sodium Azide 26628-22-8 15.208
19 Sodium Chlorate 7775-09-9 -
20 Sodium Nitrate 7631-99-4 98.103
21 Sodium Nitrite 7632-00-0 58.725
22 Sodium Perchlorate 7601-89-0 0.600
23 Sulphuric Acid 7664-93-9 898.140
24 Urea 57-13-6 123.601
s7u3u1a1 explosive precursor 13,572.732 i

Joyaansinl explosive precursor 910 CT-WT 2016 fu 3ui 11 ng 67
Chemical Security-ONGART-THANETNIT-13SEP2024



6. N1sUS:ITUAUIFYYAUAILIUAYNIVIAD

iSuduus:igulbovduldann
e \What do we have?
e Who would want it?

e Should we be concerned? e Is this acceptable?
e What do we do about it?

a8 nguyovansinbiia:insovidalukov lab AINEITOY

(1) highly toxic chemicals that are easily dispersed

(2) flammable chemicals

(3) chemicals that can be used as an explosive or as a

precursor to an explosive

(4) corrosive and/or oxidizer chemicals

(5) chemicals that have been used as a chemical weapon

previously or are precursors to a chemical weapon

(6) equipment with dual-use applications, meaning it can be misapplied to
manufacture illicit drugs, explosives, or chemical weapons that pose a threat to
public health and safety, agricultural crops, the environment, or national

security
Chemical Security-ONGART-THANETNIT-13SEP2024

For the University, the decision was made to prioritize
chemicals in its inventory that

(1) appeared in one of the lists identified in Table 2;

(2) had GHS acute toxicity, skin corrosion, flammable,
explosive, or corrosive hazard codes and categories listed
Table 1 (note, GHS codes were obtained from multiple
sources); ° >

(3) had a history of being stolen from the university, which
included ethanol and mercury; and

(4) was known to be attractive to local criminals, in
particular chloroform (note, chloroform appears on the
US DHS CFATS COI list;'® however, for this analysis,
we review chloroform under its classification of being a
chemical that is locally known to be stolen frequently).

Table 1. GHS Codes That Identify Explosive, Flammable,
Toxic, And Corrosive Hazards Used to Screen Chemicals
for the Risk Assessment Described in This Paper”

codes hazard
H200, H201, H202, H203 explosive
H220, H221, H224, H260 flammable
H300 (category 1 and 2), H310, toxicity (ingestion, dermal,
H330 inhalatiors
H314, H318 corrosive
H270, H271 oxidizing

“Category 1 hazards were considered for each hazard, except H300

where both category 1 and 2 hazards were assessed.

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. Identifying University Chemicals That Pose Security Risks: A Simple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.




6. N1sUS:ITUAUIFYYAUAILIUAYNIVIAD

For the University, the decision was made to prioritize
chemicals in its inventory that

(1) appeared in one of the lists identified in Table 2;

(2) had GHS acute toxicity, skin corrosion, flammable,
explosive, or corrosive hazard codes and categories listed
Table 1 (note, GHS codes were obtained from multiple
sources); %

(3) had a history of being stolen from the university, which
included ethanol and mercury; and

(4) was known to be attractive to local criminals, in
particular chloroform (note, chloroform appears on the
US DHS CFATS COI list;'® however, for this analysis,
we review chloroform under its classification of being a
chemical that is locally known to be stolen frequently).

Category 1 Danger FDo0RN Extremely P210, P377, P381, P403
Flammable gases flammable gas
GHS02
Category 2 No Pictogram Warning H221 Flammable gas P210, P377,P381, P403
Extremely P210, P211, P251,
Flammable Category ] Benger b flammable aerosol P410+P412
aerosols . P210, P211, P251,
Category 2 Warning H223 Flammable aerosol P410+P412
Category 1 Danger H224 Extremely flammable liquid and vapour P210,P233, P240, P241,
Category 2 Danger H225 Highly Flammable liquid and vapour P242, P243, P280,
Flammable liquids T : Siitets ~ P303+ P361+P353,
i Flammable liqui P370+P378, P403+P235,
Category 3 GHS02 Warning H226 and vapour P501
Category 1 Danger H228 Flammable solid P210, P240,P241, P280,
Flammable solids - - ¢ 4 2 '
Category 2 Warning H228  Flammable solid P370+P378
P210, P220, P234, P280,
Heating may cause P370+ P378, P370+
Typen Danger R o explosion P380+P375, P403+P235,
P411, P420, P501
GSHO1
Self " P210, P220, P234, P280,
elf-reactive
substances and Type B @ <!!> Danger H241 Heating may cause a fire or explosion :g;g:g;g :3(7)2:”35
mixtures; and GHSO1  GHS02 P411, P420,’P501 '
Organic peroxides e
PRSE P210, P220, P234, P280,
TypeC,D Danger H242 Heating may cause a fire P370+P378, P403+P235,
P411, P420, P501
P210, P220, P234, P280,
Type E, F Warning H242 Heating may cause a fire P370+P378, P403+P235,
GHS02 P411, P420, P501
Type G No Pictogram

https://sitem.herts.ac.uk/aeru/pp

db/en/docs/GHS_EU_Poster.pdf

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. |dentifying University Chemicals That Pose Security Risks: A

Table 1. GHS Codes That Identify Explosive, Flammable,
Toxic, And Corrosive Hazards Used to Screen Chemicals
for the Risk Assessment Described in This Paper”

codes hazard
H200, H201, H202, H203 explosive
H220, H221, H224, H260 flammable

H300 (category 1 and 2), H310, toxicity (in%estion, dermal,

H330 inhalation
H314, H318 corrosive
H270, H271 oxidizing

“Category 1 hazards were considered for each hazard, except H300
where both category 1 and 2 hazards were assessed.

Simple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.

Chemical Security-ONGART-THANETNIT-13SEP2024



m National Library of Medicine 6 ﬂ’]SUSﬂUuHD’]U|§8DGWUH31UU—UH\)|’]1\)|HU

National Center for Biotechnology Information

Pu b © he m About Docs  Submit  Contact @

TOP

®C

COMPOUND SUMMARY
99 Cite ¥ Download
. . ]
Potassium Cyanide @ J—
ERG Hazard Classes Title and Summary
Water-reactive material (WR) 1 Structures %
X 2 Names and Identifiers v
» Emergency Response Guidebook (ERG)
3 Chemical and Physical Properties v
4 Spectral Information v
11.1.1 GHS Classification ® “ 5 Related Records v

6 Chemical Vendors

10f 3 View All & 7 Drug and Medication Information v

Pictogram(s) 8 Pharmacology and Biochemistry v
9 Use and Manufacturing v
10 Identification v

Health  Environmental

Corrosive Acute Toxic  Irritant Hazard Hazard I 11 Safety and Hazards N
- 12 Toxicity v
coim Danger 13 Associated Disorders and Diseases
GHS Hazard Statements H290 (24.73%): May be corrosive to metals [Warning Corrosive to Metals] 14 Literature S
H300+H310+H330 (32.8%): Fatal if swallowed, in contact with skin or if inhaled [Danger Acute P —— <
toxicity, oral; acute toxicity, dermal; acute toxicity, inhalation]
[ H300 (99.82%): Fatal if swallowed [Danger Acute toxicity, oral] ] 16 Interactions and Pathways 2
H310 (99.82%): Fatal in contact with skin [Danger Acute toxicity, dermal] 17 Biological Test Results v
H315 (11.47%): Causes skin irritation [Warning Skin corrosion/irritation] 18 Classification v

H318 (10.75%): Causes serious eye damage [Danger Serious eye damage/eye irritation] 19 Information Sources

H330 (99.82%): Fatal if inhaled [Danger Acute toxicity, inhalation]
H370 (35.66%): Causes damage to organs [Danger Specific target organ toxicity, single
exposure]

https://pubchem.ncbi.nlm.nih.gov/compound/9032
Chemical Security-ONGART-THANETNIT-13SEP2024



. . . 6. ﬂ']SUS:IUUﬂD']UIéﬂ\)d’]UﬂD'\UU‘LUﬂ\)nﬁ\)lﬂU
Risk = Consequence x Likelihood

Table 8. Exemplar Risk Table for Consequence and
Likelihood“

Consequence

A qualitative consequence table below was developed to rank the
consequence scenarios as low, medium, or high. Factors that affected the
team’s ranking included the following: Coneequsaices

« ability to remove a chemical from someone’s skin before it could
do harm (e.g., a solid may be brushed off whereas a liquid would
require washing with solvents)

Likelihood

 severity of an injury in response to an attack (death versus
injury)

 quantity of chemical

* historical thefts of a chemical

» known use of the chemical to cause harm (e.g., chemical weapon
or explosive precursor)

consequence scenario descriptions ranking risk assessment team rationale

GHS Category 1 “fatal in contact with skin” chemicals or GHS Category 1  high The lethal dose of these chemicals may be less than 3.5 g, approximately the volume of a sugar packet.
or 2 “fatal if swallowed” chemicals could be released near a person or
poured into a drink or food

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. |dentifying University Chemicals That Pose Security Risks: A
Simple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.

Chemical Security-ONGART-THANETNIT-13SEP2024
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Ve

_Risk = Consequence x Likelihood

Table 7. Exemplar Likelihood Matrix

( Likelihood Us:nNouqdyg 2 factors:

1) Attractiveness
2) Threat Characterization

Security Posture
Notable security gaps allow

opportunity for adversary to be
successful; virtually no detection

Oor respomnse.

MV + HA
Table 4. Asset Attractiveness Ranking B MN + HA
28 O + HA
asset attractiveness ranking ranking % n«j MV + MA
Readily available off-site. low BY MN + MA High
attractive o P O + MA Medium
(LA) f= :
BE MV + LA Medium
Readily available off-site, but costly. medium = MN + LA Medinm
ttracti
oMA) O+LA Low

Difficult to obtain off-site because of either quantity, availability, or high
regulatory controls. Chemical weapon precursors are difficult to attractive
find in the country and require special import licenses. (HA)

Table S. Threat Characterization Ranking
threat characterization ranking team description

Opportunistic, nonviolent. O individuals who might steal chemicals indiscriminately for financial purposes if the opportunity

is presented (e.g., students)

Motivated, but nonviolent. Has the means and MN  organized, motivated individuals who want chemicals for financial and other malicious
capabilities to plan a theft and wait for the opportune purposes (illicit drugs, kidnappings, etc.) but unlikely to use violence to steal these chemicals
time.

Motivated and violent. Has the means and capabilities to =~ MV~ motivated, violent groups that may target chemicals that can be used for violent attacks, such as
plan an attack and wait for the opportune time. acid attacks, bombings, fatal poisonings, or chemical weapon attacks

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. |dentifying University Chemicals That Pose Security Risks: A

Simple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.

Chemical Security-ONGART-THANETNIT-13SEP2024
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Table 9. Final Risk Rankings of Chemicals

Chemical
Hazard Group
(# of
chemicals)

Consequence
Ranking

Attractiven
ess

Threat

Security
Posture

Likelihood
Ranking

Risk Pairing

Final Risk

Chemical of
Concern List
(24)

High

HA

MV

Notable Gaps

Very High

VHeH

GHS Category
2 Acute
Dermal
Toxicity (2)

High

HA

MV

Notable Gaps

Very High

VHeH

GHS
Corrosive
Liquids
H314/H318
(7)

Medium

MA

MV

Notable Gaps

Very High

VHeM

Chemicals w/
History of
Theft (3)

Medium

CCls—HA

CCls—MV

Hg—MA

Hg—O

EtOH—MA

EtOH—O

Notable Gaps

CCls—Very High

CCls— VHeM

Hg—Medium

Hg—MeM

Hg—Medium

6. fT]SUS:IUUﬂ:)']UIéﬂ\)d’]UﬂD'\UU'LUﬂ\)I’ﬂ\)IﬂL_J'

EtOH—Medium

EtOH—M*M

EtOH—Mediu

GHS
Corrosive
Solids
H314/H318
(44)

MA

MV

Notable Gaps

Very High

VHeL

Medium

Table 7. Exemplar Likelihood Matrix

Security Posture

MV + HA
MN + HA
O + HA
MV + MA
MN + MA

Notable security gaps allow

opportunity for adversary to be
successful; virtually no detection

or rcs!nse.

High

O+ MA

Medium

Attractiveness &
Threat Pairs

MV + LA

Medium

MN + LA
O+1A

Medium

Table 8. Exemplar Risk Table for Consequence and

Likelihood”

GHS
Oxidizers
H271 (2)

MA

MV

Notable Gaps

N

Very High

elson, A.W., Aluoch, A.

VHeL

0. and Mulcahy, M

Medium

4. Is It Acceptable?
High Risk = Unacceptable, Needs Action

Medium Risk = Maybe Acceptable,
Low Risk = Acceptable

Needs Justification

S

1
B., 2022. Identifying Udiversity Chemicals That Pose Security Risks: A
mple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.
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*Deter: Discourage unauthorized actions through visible security
measures.

*Detect: Identify breaches or suspicious activity as they occur.

*Delay: Create barriers to slow down access to chemicals, giving time for

response.

*Response: Act to stop or contain the threat once it has been detected.

Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. Identifying University

Chemicals That Pose Security Risks: A Simple Qualitative Approach. ACS
Chemical Health & Safety, 29(3), pp.289-298.

Table 6. Security Measures at the Univ

security
measures examples at the university

deterrence  perimeter fence, CCTV, doors,
access control policies, photo ID

badges

detection  campus security guard, inventory
system

delay gate

response campus security guard, local law
enforcement

PHYSICAL
SECURITY

/‘\““

TRANSPORT INVENTORY PERSONNEL INFORMATION
SECURITY

MANAGEMENT MANAGEMENT SECURITY

Quality

Improvement https://www.osti.gov/servlets/purl/1432324

Time
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University Perimeter Fence

High
Security
Chemical
Storage,

Legend

N <*®, ccrv
A *UVB i HL Biometrics
Q Preparation, 8 Lock
Bate A Processing * —
e = LV = o MU e Security Guard

o N/ w—=p Unrestricted Flow
weel Restricted Flow

-,

Public Area

e

N
b

|
Experiments/

~— e

Protected Area \

Limited Area V' Auditorium Laboratory

Exclusion Area

Figure 4. Map of Science Building and proposed security features. Recommendations include (1) a partition in the Chemical Storage Room to add a
chemical security storage room that has more access control restrictions, (2) the addition of an alarm system at the entrance of the Chemical
Storage Room that can notify security guards of unauthorized entry, and (3) the placement of a CCTV inside the Chemical Storage Room to
determine if any alarms are due to security breaches or false alarms.
Nelson, A.W., Aluoch, A.O. and Mulcahy, M.B., 2022. Identifying University Chemicals That Pose Security Risks: A Simple Qualitative Approach. ACS Chemical Health & Safety, 29(3), pp.289-298.
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A comprehensive approach to chemical security at the university ensures
safety, protects valuable assets, and minimizes risks

« Deter, Detect, Delay, and Respond: Critical strategies to prevent unauthorized access and incidents.

» Physical & Digital Security: Secure storage, surveillance, and access control mechanisms are essential.

* Training & Awareness: Educating the university community fosters a culture of safety and responsibility.
* Timely Response: Prepared personnel and protocols ensure rapid action during any security breach.

* Sustainable Research Environment: Chemical security safeguards people, research, and the surrounding
environment.

By integrating these security measures, universities can support scientific
Innovation while maintaining the highest standards of safety.

Chemical Security-ONGART-THANETNIT-13SEP2024
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